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UNIFIED VISIBILITY ACROSS BIRD & BIRD’S
GLOBAL ESTATE WITH THREATAWARE

AT AGLANCE

« CHALLENGE: Global law firm Bird & Bird’s security team could not get a straight answer to how
many devices they really had and whether they were all protected, with teams spending hours
exporting data and comparing spreadsheets only to end up with conflicting answers.

« SOLUTION: Bird & Bird selected ThreatAware - introduced by Teneo, a long-standing partner - to act
as a single source of truth for security-relevant asset data and to strengthen its cybersecurity asset
management across its global estate.

« RESULTS: Bird & Bird now has the evidence it needs to prove security coverage across a large,
complex estate without manual reconciliation or guesswork, moving from manual, fragmented
reporting to real-time, unified visibility over its global IT estate.
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ABOUT THE COMPANY

Bird & Bird is a global law firm specialising in intellectual property and technology. The firm advises major
tech brands, governments, sports organisations and pharmaceutical companies. With around 3,700 users
across 33 offices, the team runs a complex IT estate that has to stay secure and compliant while supporting
day-to-day legal work. For the security team, this is fundamentally a challenge: keeping track of every
device, control and policy in one place.

THE CHALLENGE

Before partnering with ThreatAware, Bird & Bird’s security team could not get a straight answer to a simple
question: how many devices do we really have, and are they all protected? Multiple tools reported different
numbers. SCCM, Intune, Tenable, Cortex and ServiceNow each had their own console, their own reports and
their own view of the world . None of them matched. Security and infrastructure teams spent hours exporting
data and comparing spreadsheets, only to end up with conflicting answers.

The team could see there were gaps, but they had no reliable way to measure or prioritise them. Devices that
did not appear in every system could easily be missed. Renewals such as Cyber Essentials Plus demanded
data from several teams and systems, adding to the workload. Cyber insurers increasingly wanted proof that
controls were working everywhere, not just deployed in theory. Large programmes such as the firm's
Windows 10 end-of-life migration also depended on accurate, up-to-date inventory data, which was hard to
guarantee without a single trusted source.

Teneo, a long-standing partner of Bird & Bird, helped introduce ThreatAware to the Bird & Bird team.
ThreatAware gives organisations complete visibility and control over their cyber assets. Together, helping
customers reduce risk, simplify compliance, and maximise the value of existing security investments.

“We could never tell exactly how many machines we had deployed in our estate, and whether they
were all running our security agents correctly.”

- Dan Fleming, Information Security Specialist, Bird & Bird

THE THREATAWARE SOLUTION

Bird & Bird selected ThreatAware to act as a single source of truth for security-relevant asset data and to
strengthen its cybersecurity asset management across their global estate. ThreatAware was integrated with 13
existing systems, including on-premise and Saa$S tools, through APl connections. Deployment did not require
agents and needed only light internal effort:

e Cloud-based platform: no complex on-premise infrastructure to maintain.

e Agentless integration: data flows directly from existing tools.

e Fast fime to value: usable data appeared in hours, not weeks.

A key factor in the decision was the integration with Tines, which Bird & Bird had recently adopted for security
automation. ThreatAware not only surfaces issues; it can also frigger automated workflows to start
remediation straight away.

ThreatAware now provides:

e A single, consolidated inventory of all devices across Bird & Bird’s global environment.

e Clear visual indicators (tick or cross) to show which security controls are present and working on each device.
e Role-based access so regional IT teams can view and manage devices in their own areas.
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“You need a single source of truth that correlates results from multiple systems and corroborates
evidence. That’s just a reality of modern computer systems.”
- Martyn Styles, CISO, Bird & Bird

IMPACT: CLEARER VISIBILITY AND PRACTICAL
SECURITY GAINS

With ThreatAware in place, Bird & Bird has moved from manual, fragmented reporting to real-time, unified
visibility over its global IT estate and day-to-day cybersecurity asset management.

During the Windows 10 end-of-life project, an export from SCCM suggested that all devices had been
upgraded. ThreatAware showed a different picture, revealing machines that SCCM had missed because its
agent was not working correctly.

Some devices were correctly visible in Intune, Azure AD and other tools and were running the firm’s endpoint
protection, but they were not showing in SCCM at all. ThreatAware surfaced these exceptions immediately,
allowing the team to tag them, raise alerts and make sure they were remediated cr isolated where needed.

ThreatAware now provides cross-checked evidence that security tools are not only installed but actually
working across devices. This helps the firm demonstrate to cyber insurers that controls are deployed and
functioning across the estate.

For Cyber Essentials Plus recertification, the security team no longer needs to contact mulfiple IT teams for
device counts or control status. ThreatAware brings this information into one place. Dan notes that for the
latest Cyber Essentials Plus cycle, he did not need to chase other teams for data at all; the integrations in
ThreatAware gave him everything required.

ThreatAware has also delivered very practical time savings. The security team no longer spends hours
exporting from multiple systems and reconciling spreadsheets. Real-time alerts highlight missing agents,
misconfigurations or end-of-life operating systems as they appear.

ThreatAware also exposed virtual machines that were assumed to be offline but were still running, helping
avoid unnecessary infrastructure spend.
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KEY BENEFITS

Bird & Bird now relies on ThreatAware in its day-to-day security work:

. A clear, up-to-date view of all devices across 33 offices, replacing conflicting reports
from separate tools.

. Ongoing confirmation that endpoint protection, monitoring and other controls
are both deployed and functioning, supporting stronger cyber resilience and insurance readiness.

. Hours of manual reporting have been removed from compliance and
project work, allowing the team to focus on higher-value security tasks.

. Regional IT managers and specialist teams can use ThreatAware and Al Studio to
answer their own questions from the same trusted data set.

. Alerts and Tines workflows mean gaps are identified and addressed quickly, rather than

discovered during audits or after an incident.

Having implemented ThreatAware, Bird & Bird have moved from guessing at asset coverage to proving it,
with a single, trusted view of the firm’s global cyber estate.

REAL TIME RESULTS

Bird & Bird now has the evidence it needs fo prove security coverage across a large, complex estate without
manual reconciliation or guesswork. If you face similar challenges with fragmented tools and incomplete asset
data, ThreatAware can provide the same single source of truth for your cybersecurity asset management
needs.
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About Teneo

Most Network and Security teams are overworked so making progress is a challenge. We securely
connect users to their applications by combining leading technology with expert guidance. You stay in

control, simplify your operations and keep ahead of the game.

Find out more at www.teneo.net.

UK France USA

Teneo Ltd Teneo France Teneo Inc.

20/21 Theale Lakes S.A.S. 43 47, Avenue de 44679 Endicott Drive
Business Park la Grande Armée 75116 Suite #355

Moulden Way, Sulhamstead Paris France Ashburn, VA 20147
RG7 4GB

T: +1703 212 3220
T: +44 118 983 8600 T: +33155 5130 38 F: +1703 996 1118
F: +44 118 983 8633

Australia

Teneo Australia Pty Ltd
Level 11, 64 York Street
Sydney

NSW 2000

T:+612 8038 5021
F: +612 9012 0683
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